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HA DerFINITION

Service Availability (SAL:Ithe percentage of time the

system/service is available throughout a period of time t.

Availability Downtime per Year

90% 36.5 days
99% 3.7 days
99.9% 8.8 hours
99.99% 52.6 min

99.999% 5.3 min
99.9999% 31.5 sec

High Availability (HA): At least 99.999 % (a.k.a. five nines)



DEMAND ON HA

* More than 40% of companies want 99.99%
availability < less than one hour outage per
year

20/0 1 0/0

m Less than 99%

m 99% (87.66 hours of annual
unplanned downtime)

99.9% (8.76 hours of
annual unplanned
downtime

® 99.99% (52 minutes of
annual unplanned
downtime)

= 99.999% (5.25 minutes of
annual unplanned
downtime)

»>99.999%

Information Technology and Intelligence Corp. survey



DOWNTIME

COST

* 59% of Fortune 500 companies experience a minimum of 1.6 hours
of downtime per week e

— <>46,000,0006 of loss per year (only employee's salary)

A Ponemon Institute study shows that in the years 2012 and 2013,
91% of data centers endured unplanned outages

* Average loss of $90,000 per hour in the media sector to about $6.48

million per hour for large online brokerages

Total(Hour) | Average(Hour) [ Awailablity | Cost/Hour(USD) | Cost(USD)

1. Amadeus 1 0.167 99.998% 89.000 89.000
5. Amazon 24 4 O Q9 9545 1 =00 4,320,000

4. f’ay‘pal 5 0.833 99.990% 225,000 1,125,000
5. Google 5 0.833 99.990% 200,000 1,000,000
6. Yahoo! 6 1.000 09.989% 200,000 1,200,000
T Tuotior i 161 TR e 300000 LA00.000
8. Amazon 24 4.000 09.954% 180,000 4,320,000
Fa lYli\.lUmJll P § -t IU? ‘7‘!.%[ o U U UL U U
10. Hostway 72 12.000 09.863% 100,000 7,200,000
11. BlackBerry 72 12.000 09.863% 200,000 14.400,000
12. NaviSite 168 28.000 99.680% 100,000 16.800,000
13. OVH 170 28.333 99.677% 100,000 17.000,000
Total 568 94.667 99.917% 71,734,000

IWGCR short report, 2012



MIDDLEWARE BASED HA
SOLUTIONS

Node V

:( Replica of

Node U Node W
Component

‘ t ‘ Other
Cor nt X ‘ Components
HA middleware "
" / Operating system \

Operating system Redundant Operating system

Communication
\ Network /

HA middleware HA middleware

E.g.: OpenSAF is an open source implementation of an HA middleware
(www.OpenSAF.org), with contributions from world leading telecom and
computing companies.



http://www.opensaf.org/

(S

=RVIC

SAFORUM

= AVAILABILITY FORUM)

* Consortium of industry-leading IT and
Telecom companies.

* Defines open standards for HA systems:

— Application Programming Interfaces

— Guidelines for HA system

— Specifications for an HA middleware



HA MW CON

complex XML co

Node 1

Node 2

SU1 5G

Csl 4

SI2

-IGURATION

33="8akmf3G">
ég‘—QN, saflpp=net-java</dn>
L]

<name>3almfSGType</name>

<valuersafVersion=1, saf3gType=2N-net-java</value

<fattr>
<attr>
<name>sabnf3GNumPrefictivedUs</name>
<value>l</value>

</attr>

<attr>
<name>salnf3GNumPrefstandbysSUs</name>
<value>1</value>

</attr>

<attr>

<name>salmf3GNumPrefInserviceSUs</name>

<value>3</value>

<attr>
<name>saimfCtDefDisableRestart</name>
<value>0</value>

</fattr>

<attr>
<name>saimfCtDefCleanupCmdirgv</name>
<valuerstop</value>

<fattr>

<attr>

<name>saAmfCtDefClcCliTimeout</name>

<value>10000000000</value>

attr>

erzakmfCtCompCategory</name>
e>8</value>

<attr>

p>

4</valu




HA MW CON

-IGURATION

* The configuration structure is described using a standardized

UML class diagram:

imm.xml_workingbackup (fetcfopensaf) - gedit

Save g; Undo

n P Open -

imm.xml_workingbackup %

13347 <name=smfClusterRebootCmd</name=

13348 <value>/usrflocal/lib/opensaf/smf-cluster-reboot</value>
13349 <fattr=>

13350 <attr=>

13351 <name=smfCliTimeout</name=

13352 <value>=600000000000</value=>

13353 <fattr=

13354 <attr=>

13355 <name>smfCampMaxRestart</name>

13356 <value=10</value=>

13357 <fattr=>

13358 =attr>

13359 <name>smfBundleCheckCmd</name=>

13360 <value>/usr/local/libj/opensaf/smf-bundle-check</value>
13361 <fattr>

13362 <attr>

13363 <name>smfBackupCreateCmd</name>

13364 <value>/fusr/local/lib/opensaf/smf-backup-create</value>
13365 <fattr=>

13366 <attr=>

13367 <name>smfAdminOpTimeout</name=>

13368 <value>=600000000000</value=>

13369 </attr> B
13370 <attr=>

13371 <name>SaImmAttrImplementerName</name=>

13372 <value=safsmfService</value=>

13373 <fattr=>

13374 =attr>

13375 <name=SaImmAttrClassName</name=

13376 <value=0OpensafsmfConfig</value>

13377 <fattr>

13378 <attr>

13379 <name=SalmmAttrAdminOwnerName</name>

13380 <value>=IMMLOADER</value>

13381 <fattr>

13382 </object=

13383 [°/imm: IMM-contentsl

XML » Tabwidth: 8 ~

Middleware XML configuration

Ln 13383, Col 20

Protected by

Realizes SaAmfAppType SaAmfAppBaseType

o
L ’
Realzes

Ranked by

r
|

SaAmfSIDependency
! X SaAmfSIAssignment

0| 0 0.1

SaAmfsi

Based on

Realizes 1

o b
oo 5
[i%;;]

|- — _ |SaAmfSvcTypeCSTypes

|

Depends On

Assigned to

Realizes

| o :
Hosted on
Assigned to SaAmfsu I
o 0] 4‘****’*

SaAm(CSIAssignment

SaAmfCompCsType

,,,,,, >( SaAmISGType } D{ SaAmfSGBaseType ‘

1 o

Configurad en 01

Configured on 0-1 ‘ ‘ ‘ ‘

Configured on
0. 0. 0.r 0.

Type. ‘

Realizes
1 0. 0.

,,,,,, SaAmfSutCompType

[saamic:

SaAmfComp

Realizes SaAmifCe

Type ‘

|
|
| SaAmfCSIAttribute |
|

X1 1

|
0. | [
SaAmICSType SaAmiCSBaseTyne‘ ‘SnAm'CiEsTYne ‘

SaAmiC i H

o T
|
L

Configuration model
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COMPLEX DOMAIN DETAILS

 The 2 main category in the Availability
Management Framework (AMF) configuration:

Nod Node 2

(websui _—— \[*°
<>
—

— The Service Provider:

ode 1l
(V1

. L ]
e N |

-’
_____
-
’

— The Service:

10



SERVICE PROVIDE

Component

SaAware:

HA middleware

environment

SAF API
SAF API

Container/Contained:

HA middleware

oy

SAF API

Proxy/Proxied:

HA middleware

. C t
NonSaAwareNonProxied:

HA middleware

11



HIERARCHICAL COMPOSITION

* This HA MW support the notion of multiple
inter-dependent components collaborating to
provide a higher level of service:

e
>
o>

0O—:I

Provide

> Web Service

12
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PReEVIOUS APPROACH

* Previous automatic configuration approach:

Configuration
generator

£ FF B %

User HA
requirement

Upgrade-campaign

generator
b N
<[>
Configuration file

<[>

Upgrade-campaign file

—

SAForum
Middleware

*A. Kanso, A. Hamou-Lhadj, M. Toeroe, and F. Khendek, “Generating AMF Configurations from Software Vendor Constraints
and User Requirements”, in Proc. of the Forth Interna-tional Conference on Availability, Reliability and Security, Fukuoka,

Japan, 2009, pp. 454-461

14




ENTITY TYPE FILE (ETF)

 Software vendor description for: i el e o
— Software capabilities '
— Dependencies =7
— Limitations

 Standardized by an XML schema - | =
* With constraints derived from: —

— the XML schema,
— the Software Management Framework specification,
— the Availability Management Framework specification

context ContainedCombonen t
invariant C_CT1: self.componentserviceProvides
->forAll(cs : ComponentService | cs.needs
->forAll(cs2 : ComponentService | csZ.ProvidedBy
->fordll{c : Component | c.oclIsTypeOf(ContainedComponent))));

dC t
invariant C_CT2: self.componentServiceProvides
->forAll(cs : ComponentService | cs.neededBy
->fordll{cs2 : ComponentService | cs2.ProvidedBy
->forAll(c : Component | c.oclIsTypeOf(ContainedComponent))));



DeFINING AN
ILE

CHALLENGES O
F

* The user needs to write the XML file manually,

 Domain constraints are informally described in
thousand of specification pages,

* Therefore, the user needs deep domain
knowledge.
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ABSTRACTING TH

= DOMAIN

 We designed a high level modeling language that is:
— Graphical

— Intuitive

— Expressive

— Standards-based

* We decided to extend the UML component diagram:

Component B

Provides

\\ Requires

%

Service 1

Component A

Service 2

Provides O

18



NEW CONSTRUCTS

UML component diagram | Added Constructs:

main constructs: |

e I. .................................... —_

. Added Dependency:

i Interface Colocation Dependency:

Oi Provides Interface '

| Added Interfaces:

—C Requires Interface | Proxy Interface: @7
i Container Interface: @7

Component | SAF Interface: 5
| Checkpoint Interface: Cy——-

- mm a mma wa }

wcomponents E:l




NeW MODELING LANGUAG

E sComponents

HTTP-=server

4 COMP_1ACTIVE /l\
App-i
DB-i >7 PF
‘ 4 COMP_XACTIVE_AND_YSTANDEY

<+ COMP_1ACTIVE I

HTTP-i

M ;

......... -
E sComponents E sCoOmponents

DB APP-server
;lD E sComponents
DB-proxy =

<+ COMP_1ACTIVE

| SWB

20



- COMPONENT DIAGRAM
- (ECMW)

SoftwareBundle ServiceGroupType
+ SwhMame: String [1] + Sgthame: String [1]
+ SwhRemaowalOnlineCmd: String [0..1] + SgtVersion: String [1]
+ SwhRemovalOnlineArgs: String [0..1] + SgtAutobdjustOption: Boolean [1]
+ SwhinstallationOnlineCrmd: String [0..1] + SgthutoRepairOption: Boolean [1]
+ SwhlInstallationOnlinedrgs: String [0..1] + SgthutobdjustPeriod: Real [0..1]
+ SwhRemoval OfflineCmd: String [0..1] + SgtCompProbCounterMax: Integer [0..1]
+ SwhRemoval OfflineArgs: String [0..1] + SgtCompProbPeriod: Real [0..1]
+ SwhRemoval OfflinelmpactScope: ScopeOflmpactT [0..1] + SgtSuProbCounterfax: Integer [0..1]
+ SwhlnstallationOffline Cmd: String [0..1] + SgtSuProbPeriod: Real [0..1]
+ Swhlnstallation OfflineArgs: String [0..1] + SgtRedundancyModel: RedundancyModel [1]
+ SwhlInstallation OfflinelmpactScope: ScopeOflmpactT [0..1]
*1] +IncludedIn
[1] [+ SwBundle
MNonProxiedMonSafwareComponent
+ CtInstantiate Cmd: String [1]
PeerCotipatibleWith — | + CtInstantiateCmdArgy: String [1]
[7 - » + SwBundleFor * Y N + CtTerminateCmd: String [1]
rl (2.7] (.1 N cludes + CtTerminateCmdArgw: gString [1]
\9. Component + CtCleanupCmd: String [1]
+ CtName: String [1] + Ctleanup Crnd&rgy: String [1]
[*]] + CtVersion: String [1]

+ CtAmfStartCmd: String [1]
+ CtAmfStartCmdArgw: String [1]

+ CtAmStopCmd: String [1] ProxiedCompanent

+ CtAmStopCmdArgw: String [1] q_ | +CtCleanupCmad: String [1]

+ CtCallbackTimeout: BoundedTimeT [0..1] + CtCleanupCrmddbrgw: String [1]

+ CtCleCliTimeout: BoundedTimeT [0..1] + CHlsPreinstantiable: Boolean [0..1]

+ CtDisableRestart; Boolean [0..1] + CtQuiescingCompleteTimeout: BoundedTirmeT [0..1]

+ CtRecoveryQOnError: RecommendedRecoveryT [0..1]
+ MaxNumlnstances: Integer [0..1]

+ MinMumlnstances: Integer [0..1] SaAwareComponent ContainedComponent
— + CtQuiescingCompleteTimeout: BoundedTimeT [0..1]

IndependentComponent
+ CtCleanupCmd: String [1]
+ CtCleanupCmd&rgw: String [1]
+ CtInstantiateCmd: String [1]
+ CtInstantiateCmdd&rgy: String [1]

Healthcheck + CtQuiescingCompleteTimeout: BoundedTimeT [0..1]
+ Hetkey: String [1]
+ HctVariant: HealthcheckVarantT [0..1] [1] | +HetFor
+ HetMaxDuration: BoundedTirmeT [0..1]
+ HetPeriod: BoundedTimeT [0..1] + Hetlse

"




- COMPONENT DIAGRAM
(ECMW)

Interfaces

Interface

[ﬁll

Servicelnterface SAFInterface
+ CstMame: String [1]
+ CstVersion: String [1]
+ MaxMurmnInstances: Integer [0,.1]
+ MinMumlInstances: Integer [0..1]

|
[*] \E ﬁi

Attribute
+ AttrMame: String [1]

+ AttrType: String [0..1] Reqularnterf Prosdntert e
+ AttrUpperBound: String [0..1] e LI LIl L Containerlnterface
+ AttrlowerBound: String [0..1]
+ AttrDefault: String [0..1]
A A A

1L R R )



=T~ COMPON:
¢

-
Component

+ CtMame: String [1]

+ Ctersion: String [1]

+ CtAmfStartCrmd: String [1)

+ CtAmfStartCmdArgy: String [1)

+ CtAmStop Cmel: String [1)

+ CtAmStop CmdArge: String [1]

+ CtCallbackTimeout: BoundedTimeT [0..1]
+ CtCleCliMimeout: BoundedTimeT [0..1]

+ CtDisableRestart: Boolean [0..1]

+ CtRecowveryOnError RecommendedRecavenyT [0..1]
+ MaxMurmlInstances: Integer [0..1]
sinMurnInstances: Integer [0..1]

—CM)

=NT DIAGRAM

+ Requiredby ™ i + ProvidedBy
ComponentService
+ MaxMumdctiveCsit Integer [0..1]
+ MaxMumStandbyCsi: Integer [0..1]
T ——— + DefaultMumActiveCsi: Integer [0..1]
TTEA DefaultMumStandbyCsi: Integer [0..1] + neededBy )
+ CompCapabilityModel CompCapabilitghodelT [0..1] ]
+ Requirc,_Y "] + Provides needs "]
Servicelnterface CollocationDependency

+ CstMarme: String [1]

+ Cstiersion: String [1]

+ MaxMurmlInstances: Integer [0..1]
+ MinMumlInstances: Integer [0..1]

23



DOMAIN CONSTRAINTS

e OQur model is annotated with dozens of OCL
constraints.

e One of the OCL constraints:

invariant P CT1: self.componentServiceProvides
-=select(cs : ComponentService | cs.CompCapabilityModel <= CompCapabilityModelT::COMP NON PRE INSTANTIABLE)
-=size() = 0 implies self.componentServiceProvides
-=forAll(cs : ComponentService | cs.needs
->forAll(cs2 : ComponentService | cs2.Provides
-»select(si : ServiceInterface | si.oclIsTypeOf(ProxyInterface))
-=size() = 0)) and self.Regquires
-=select(si : ServiceInterface | si.oclIsTypeOf(ProxyInterface))
-=forAll(pi : ServiceInterface | pi.componentServiceProvidedBy
-=forAll(cs3 : ComponentService | cs3.ProvidedBy
-=forAll(c : Component | c.componentServiceProvides
->forAll(cs4 : ComponentService | cs4.neededBy
-»excludesAll (self.componentServiceProvides))))) and self.Requires
-=select(si : ServiceInterface | si.oclIsTypeOf(ProxyInterface))
-=forAll(pi : ServiceInterface | pi.componentServiceProvidedBy
-=forAll(cs3 : ComponentService | cs3.ProvidedBy
-=forAll(c : Component | c.componentServiceProvides
-=forAll(cs4 : ComponentService | cs4.needs
-=excludesAll(self.componentServiceProvides))})));

24



NOVelL APPROAC

Software provider

Input generator

input
. 7
—_— N ETFfile A S
- ‘{ L4 ‘ o
HA configuration
Node 1 Node 2 requirements

SG

I - I 1 I - I 1
=== :_II
csl 1 CsSI 3
CSl 2 Csl 4
ST1 SI2

CH

Configuration
generator

J,/

’.\m

<

k

’ .

MW Configuration

}

Upgrade-campaign
generator

\t\
*'1:3

Upgrade-campaign

3
~

s

Software Management
Framework
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RESEARCH PROCESS

Design the concrete syntax

Design the model

Extract the OCL from the specifications

Annotate our model with the extracted OCL

Design the model transformation

Prototype implementation

26
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WORKFLOW

Design HA configuration

Trigger the automatic validation

Trigger the automatic generation

Integrate the configuration into the
middleware

28



QECLIPSE MODELING FRAMEWORK

PROTOTYP!

IMPL;

=M\

ENTATION

-
£ Resource - ECM/ECM.model_diagram - Eclipse Platform [-:-Ehg
File Edit Diagram MNavigate Search Project ECMtransformator Bun  Window Help
T 2 EG S ai= S SR A el At e
| Tahoma [0 <[m ] &~ av sv =] B Biv] | o0 X v v 100% -
Quick Access =] |
5‘ ECM.model_diagram 5% | L) ECM.model L&l ECM.Amf = & 5,
By * | 53 Palette > &
,E@‘ &~ =
=z gl R | SoftwareBundle 9]
B4 N HTTP g =
— TRERVEr SeftwareBundle For
- < COMP_1ACTIVE
ServiceGroupType &
o=
= . App-i faf
E] DB-i ServiceGroupTypelnclude

< COMP_LACTIVE I

E =components

DB

iy

<4 COMP_XACTIVE_AMD_YSTANDBY
E Component

O Interface
@ Proxy Interface
© Container Interface

APP-server

gl =components

& P 4 @SAF Interface
comp_1acTive | PEPrOY —
+ = - Provides
- Requires
2 SWE

@—- CollocationDependency

o Healthcheck
h=—J

Healthcheck for

Attribute

Attribute for




CONCLUSION

Reduce the design complexity of configurations

—Using an intuitive language that saves time and effort.

Reduce the configuration errors

—By automatically validating the generated configurations
against domain constraints. o < =5, =T,

e
e
e
e

No need for the developer to manually manipulate

heavy and complex XML files. @

Abstraction of the domain complexity.



rUTURE WORK

* |Integrate the specification of HA and non-
functional requirements in our model and
design language.

E sComponents

HTTP-i =
HTTP-zerver

/+ COMP_1ACTIVE
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